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MIS Practicum

Issue: Current Knowledge

Document Management for Sarbanes–Oxley Compliance

Background


As discussed in the identification and definition of the Document Management Issue at FirstEnergy Corp., understanding the issue is important.  This understanding should include current knowledge and different stances taken on the issue thus far.  By understanding the current knowledge of the issue, repeated mistakes can be avoided.  Knowledge and background provided by others should not be the sole source of information when addressing the issue.  Research must be done within the specific industry and firm where the issue lays.


For the most up-to-date knowledge on an issue, periodicals are good sources.  Unfortunately, every article will have at least a slight bias of the author.  This is why having many sources is beneficial.


There will be differing opinions on any issue, but the important task is analyzing the supporting research of each opinion.  In being innovative to solve an issue, it is not important to know what other professionals’ opinions are, but it is important to utilize all of the research that they have conducted and to build upon it.  Then an informed and original opinion of the matter can be generated.


Sources range from general business publications to publications aimed at information systems professionals to industry-specific publications.  Vendor and analyst white papers are also useful sources for researching issues and current attempts made to solve them.  The industry and vendor sources that were researched are those that are applicable to energy utilities firms like FirstEnergy Corp.  An annotated bibliography follows this paper.

General business publications include the Wall Street Journal and BusinessWeek.  Michael Delikat who wrote “Blowing the Whistle on Sarbox” for the Journal feels that the Sarbanes-Oxley Act is not achieving all that it was intended to.  However, this does not change the fact that the Act is in place and corporations are required to comply with it.  If the Act is revised, it could mean revised business processes and more expenses for companies.  In “Not Everyone Hates SarbOx” from BusinessWeek, David Henry states that although “Section 404 is often applied unreasonably, causing costly checks of minor book entries,” investors in corporations are more comfortable than before thanks to the Sarbanes-Oxley Act.  So the costs and inconveniences may be worth it for companies to receive more money in investments.  This is just one of many examples of complaints about the high cost of complying with SOx.  Another BusinessWeek article, “Accounting: Sarbanes-Oxley Sparks a Software Boom” says it all in its title.  Pre-SarbOx data-gathering methods are not efficient enough for the post-SarbOx environment.  Corporations seem to be tentative to purchase software that is intended to help, but it is predicted that eventually they will be pressured to buy from a vendor.

Solving the issue of document management for Sarbanes-Oxley compliance is not unique to FirstEnergy or the energy utilities industry.  It is not even limited to the United States.  Information systems issues related to SarbOx compliance is becoming an issue worldwide.  “Other countries are adopting rules similar to SarbOx,” says Annette Nazareth, noting France, Japan, China, and Canada.


In December of 2006, the SEC agreed to make revisions to SarbOx as a result of the many complaints received in the slightly more than four years of its existence.  In the opinion of Lorraine Woellert, author of “The SEC Opens Up SarbOx,” “regulatory revisions to the landmark Sarbanes-Oxley Act won’t radically ease costs, but the changes will offer some legal relief.”  So while some corporations hoped the changes would help them solve their problems related to SarbOx compliance, the issues will remain present.  Some changes were simply to clarify where “the original regulations lacked basic definitions on key points such as which balance sheets were ‘material’ to a company’s finances or which internal controls were ‘significant’ enough to merit scrutiny.”  The changes were adding more detail to the Sarbanes-Oxley Act, which would require more detail be applied to the business processes built to comply with the act.  Changes that are intended to lift financial burden place more pressure on the IS professionals’ address of the issue.

All complaints considered, the Sarbanes-Oxley Act has been effective.  More than two years after the act was passed, companies were still finding problems in their business processes.  “In November, 119 companies publicly reported finding weaknesses or deficiencies in their internal controls, up from 11 in the same month a year before, according to industry newsletter Compliance Week.”  This fact was presented in a January 2005 article from BusinessWeek.

While the issue of document management at FirstEnergy Corp. and other corporations was brought to light by the Sarbanes-Oxley Act, this may not be a one-time deal.  According to David Henry and Amy Borrus, authors of “No Escaping Sarbanes-Oxley,” “Executives are frustrated with the law’s financial and organizational burdens, but corporate reform is here to stay.”  An example of the frustration:  “’Common sense is gone,’ says Wisconsin Energy (WEC) controller Stephen Dickson, voicing an increasingly common gripe.”  There is much hype about how difficult complying to Sarbanes-Oxley is, however there has been speculation that executives are overreacting.

Genentech Inc. is an example of a company that has experienced positive results from implementing “a new computer system” as a result of the Sarbanes-Oxley Act.  “The new system lets managers at the South San Francisco biotech behemoth spend more time analyzing data – such as how many orders came from one customer in the last 48 hours – instead of just gathering it.”  So implementing new information systems for SOx compliance can help with other business processes, too.

From an information systems professional perspective, there is available information to help with deciding what tools are best depending on a company’s size and functional needs.  For example, the InformationWeek guide “Everything You Need to Know to Get Started with Content Management Systems” presents “free and low-cost” enterprise tools as well as “content and document management concepts.”  This article should be used as supporting information because it does not address the issue of regulatory compliance directly.  Another InformationWeek article does, though.  Jon William Toigo believes that “compliance woes” are helping the enterprise content management market grow.

Vendors of document and content management tools surely are in agreement that using software is beneficial for corporations to comply with the Sarbanes-Oxley Act.  On ContentManagement365.com, “Martin Owen discusses the issues surrounding achieving compliance with legislative regulations” in order to cut compliance costs.  FileNet is a vendor that claims that its “Records manager helps address regulatory compliance, litigation, e-doc proliferation.”  There are many vendors of document and content management applications and suites.  They all encourage corporations to use software in the Sarbanes-Oxley compliance process, but there are differences in what is appropriate for different companies.  The difference is in the features included in the application, the amount of technology management required, and the price of the tool.  Smaller businesses spend a larger percentage of money and other resources on Sarbanes-Oxley compliance than the larger businesses, so more cost-efficient solutions are welcome.  Whether or not a corporation has resources to dedicate completely to document management and compliance will influence which software is chosen.

Concepts from many academic courses can be applied to aid in understanding the issue of document and content management for Sarbanes-Oxley compliance.  Financial management is used for deciding whether the investment in software to help with compliance matters would be beneficial.  Management of organizational behavior is required to make smooth changes to business processes.  Statistical analysis can be used to prove that the Sarbanes-Oxley Act, and compliance with it, is beneficial for corporations.  Financial accounting is the basis of the Sarbanes-Oxley Act.  SarbOx is essentially a set of accounting regulations.  Even sections of the act that apply to corporate governance still have the intention of improving financial accounting of corporations.  Databases are a form of content management and I have been able to study document and content management more closely in my database management class.  Earlier weeks of the MIS Practicum lab have prepared me for writing a white paper by forcing me to find what resources are available for a specific industry like the energy utilities industry and for the specific firm of FirstEnergy Corp. that the issue is being studied in.

The field of financial management has produced “OpenPages FCM: The Market-Leading Software Solution for Sarbanes-Oxley Compliance.”  The site OpenPages.com also acknowledges the equivalent legislative acts in other countries and the software is applicable to corporations in those countries as well.  Organizational behaviorists have looked at Sarbanes-Oxley because it sometimes involves restructuring of the corporation or a department of it.  It is not uncommon that there are employees within corporations that have duties dedicated to Sarbanes-Oxley compliance (sometimes other regulations, also).  Statistical analysis is already being done to show the results of SarbOx and corporations’ reactions.  These statistics can be found in many various sources.  Again, financial accounting was the target of the Sarbanes-Oxley Act.  In the market of accounting firms, there have been closures and complete restructurings since SarbOx was enacted.  Document management is a hot topic in the information systems fields.  The Sarbanes-Oxley Act has inspired changes in existing products and processes as well as the creation of all-new products and processes.  The issue of document management for compliance is an issue that affects managers because higher-level managers and executives are the members of a corporation that are concerned with compliance.  It is also the responsibility of lower-level managers to ensure that employees are following business processes that are in compliance with regulations.

The questions that must be answered to solve the issue at FirstEnergy are:  What requirements need to be met?  How can this be achieved?  What tools are needed?  Do business processes need to be changed?  The requirements are known, there are tools available, and there are suggestions for which tools are appropriate for which companies.  Yet, some companies continue to be unsuccessful or are still designing a solution.  It is likely that business processes need to be changed.  All questions need to be answered in the context of each individual firm, in this case FirstEnergy Corporation.

There is current knowledge of document and content management for compliance and background information of the Sarbanes-Oxley Act available in general business publications, publications geared toward information systems professionals, industry-specific publications, vendor and analyst white papers, and in many areas of business management studies.  There seems to be a consensus of the benefit of software to aid corporations in compliance, and there are different options for buyers.  Regulation that affects document and content management will remain an issue in the future.  Research should be done in each area of these sources for information to gain the broadest range of knowledge on the issues.  Then, focusing on the research and previous attempts to address the issue, not on the opinions, an innovative solution for the problems can be designed.
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