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Summary

As the world of information technology has evolved, the
damage of poor security towards corporate and personal
information has increased tremendously. The security of data
and information is not a new issue, but it is nevertheless
challenging. There are multiple threats from an IT security
point of view: malicious code, hacker attacks, unauthorized
access, and so on.

Sometimes overlooked is the employee. For an outside
hacker, the first obstacle towards achieving his goal is access
to the information. He needs to either get physical access,
which can be difficult depending on the measures in place
(badge, for instance), or get electronic access through wired
channels by finding a weak link on the IT side and exploiting
it, which typically requires some effort. The employee, on the
other hand, received physical access by simply being hired
within that company, and also can access a number of
application that give him or her permission to see and even
update internal information that is not available to an
outsider. Thus, the potential damage is much higher from the
employee, as he has direct access to more data. The case
when an employee intends to do damage aside, there is still
the issue of making him aware and informed of the threats.

This paper presents background information on the issue,
then reviews some of the current practices in implementing
security policies and their content. There are many articles
and publications debating the issue and offering solutions;
however, since it still is a current issue, my thesis is that
most recommendations are either difficult to implement or
have serious drawbacks.
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The case for information security

Not only do regulations impose a strict
control of internal information of a
company, but so does the need to
remain viable when faced with
aggressive competition and public
disclosure of internal practices.

The security of information is not a
new issue, but it is nevertheless
challenging. PrivacyRights.org
maintains a record of all declared
breaches since January 2005' and
shows a total of over 245 million
people in the United States who had
their personal information (social
security numbers, financial data)
inadvertently released to non
authorized persons. This list only
reflects, as mentioned, the breaches
that have been discovered and made
public (due to specific regulations),
and only if they affected end users, as
opposed to company data. Given that
the population of the United States as
estimated for July 2008 is almost 304
million people”, of which 20% are
under 14 years of age, one could
argue that each individual’s personal
data has been compromised to a
certain extent (depending on the
severity of the breach and the type of
information that was released), and
potentially not only once.

Information security has created a
tremendous amount of hype,
especially with the development of
Internet, which connects an estimated
541.7 million computers in more than
250 countries on every continent as of
January 2008", and the more and
more intense use of technology in the
workplace. The concept broadly refers
to protecting the data that an entity
owns at a certain point in time. This
data can be top secret (usually
encountered in government agencies
or contractors), of strategic value (the
loss of it would mean the loss of a
competitive advantage a company
currently sustains), of private concern
(employees personal information,
medical history etc.). In a word, the
information that is at stake would
cause problems of some kind if it is
intercepted, modified, stolen, lost or
deemed unusable or unavailable.

In addition, careless access" could
also result in unpleasant legal actions
against the company, or could be
detrimental in current or future law
suits. The Internet Library of Law and
Court Decisions’ has a large database
with examples of lawsuits that have a
root in electronic access; while not all
of them are strictly related to security
of information, there is still a wide
array of cases that address the issue
of misuse or loss of confidential data.
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Principles and problems

The core principles of information
security are known as the CIA Triad",
which stands for confidentiality,
integrity and availability. The
confidentiality of data is the part of
the core principles that is most
obvious; it refers to the ability to hide
the information from the people that
are not authorized to see or access it.
The integrity refers to the ability to
ensure that the data is authentic and
complete'’. Finally, the availability
ensures that the information is readily
accessible to an authorized user at all
times.

In addition, two more principles have
surfaced as suggested by the
legislation pertaining to information
security: accountability, which
determines the controls necessary to
trace actions back to their source, and
assurance, which works towards
creating the confidence that technical
and operational security measures
work as intended"".

All these principles are guarded
through well-placed systems that have
the sole scope to protect the
company’s databases and to ensure
that the data respects the
recommendations in the principles.
Among the technical products that
help ensure the C-I-A of data are
firewalls, virus and intrusion detection
software, and the use of encryption™.
However many the technical solutions

are, the contingency planning and
training for a breach take place at the
operational level, while higher
management should be responsible for
creating a security policy, conducting
risk assessments and identifying
comprehensive security architectures”.

A look along the list mentioned above,
from PrivacyRights.org, shows a
decrease in the number of hacked
servers or breached systems in the
past couple years and an alarming
increase in the cases of employees
that left an unsecured laptop in a
public place or mistakenly made some
otherwise private records public via
the Internet. This suggests the
premise that the technology has
improved over the years and even
though is not perfect, it is now ready
to face the attacks with greater
chances to success; however, there
are still many cases when the
employee that has access to
confidential data does not entirely
understand or chooses not to respect
the company’s security policy with
regard to that information.

Issue statement

In the growing development of
technology and its impact upon
corporate operations, a key element in
protecting an entity’s confidential
information is reflected in every
employee that has a certain level of
access to either the actual data or to
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the physical facilities of that entity;
any access underlines a certain degree
of trust that the company has placed
in the particular employee. A large
part of this paper is be dedicated to
the corporate security policies: what
they are, how they are created,
presented, applied and enforced - and
where their weaknesses lie.

According to a study® done at the end
of 2007, among the vulnerabilities in
information security lie the insufficient
attention to human factors in systems
design and implementation;
management that does not
understand that security is the entire
company’s responsibility, not only IT;
ignorance, carelessness negligence or
idle curiosity from by users; an
apparent disconnect between solid
information security and commercial
success which usually leads to
inadequate investment in security
controls. All these vulnerabilities are
potentially exploited by either the
company’s employees or by outside
users that target the employees. The
important idea is, however, that it
becomes more and more evident that
the human factor is essential in its
alignment with the overall
understanding of security in any given
corporation and the implementation of
adequate policies and controls.

This represents a clear change from a
similar assessment five years before*',
where the technology challenges

seemed much more pervasive and the

only human-related issues perceived
referred to inadvertently downloads of
potentially malicious code from
browsing the internet, or to renaming
files and not being able to retrieve
them later due to the change in the
name or extension.

Many companies do not always create
the security policies in a clear and
actionable manner. In addition, even if
they cover all issues of access and
forbidden actions, the biggest
difficulties come in the actual
monitoring of how the policy is
implemented, as well as in raising
awareness of the issue among the
employees.

Stakeholders

A stakeholder represents an individual
or group with an interest in the
success of an organization in
delivering intended results and
maintaining the viability of the
organization’s products and services
From a corporate security perspective,
stakeholders’ interests are likely to be
expressed around enhancement and
preservation of the company’s
reputation, protecting the privacy of
the corporation’s information,
availability and reliability of services
offered to internal and external

Xiv

customers™”.

Xiii

Given the above-mentioned stakes, all
the company’s employees have a loss
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potential from the failure of security
policies, from the CEO of the company
to the summer intern in the finance
department.

Advantages of understanding the
issue

Typically, the correct application of
internal information security policies
translates in seamless business
processes and uninterrupted
operations - from the point of view of
diminished privacy concerns and
limited loss of critical enterprise
information. A well understood and
applied security framework leads to a
higher level of expectations from the
business activity, but is not really
noticed until something goes wrong.

Potential dangers of understating
the issue

Not implementing correct and
adequate security measures, both
technologic and human resources,
could lead to negative consequences
as the company would find itself faced
with loss® of strategic information
(which could affect its position among
the competitors), or with loss of
private — client or employee -
information (which would potentially

! The “loss” of data is used here in a
larger sense to mean unavailable,
incomplete/corrupt, or missing
information

imply legislation non-compliance fines,
and diminished trust from investors
and clients).

Legislation and industry standards

Evidently, one of the reactions with
regard to security is related to existing
legislation. Companies have spent
millions of dollars in solutions meant
to ensure their systems are in
accordance with the specifications and
thus diminish the risk of having to pay
heavy penalties for non-compliance.

There are a few acts™ that touch on
security, and they come from different
areas: financial institutions, health
care, state law etc. The main
requirements found in the legislation
are directions towards what the
systems should be able to provide, but
no clear steps are given.

On the other hand, certification
processes and ISO standards tend to
have more detailed and better defined
requirements - but they do not always
address security directly, representing
only a set of processes and associated
technology that can be applied at any
level in the hierarchy of a system’s
structure®'. The ISO 9000 family of
quality management standards define
quality as the customer-required
features of a product or service®",
which inherently involves some
measures of security; the expectation
is that the certification will portray a
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secure organization®™" given the ISO
certification.

ISO 27001 and 27002%, on the other
hand, are information security
management standards, meant to
provide a more detailed framework for
information systems managers in
addressing risk assessments,
technologies and internal policies.
They are part of a larger family of
standards, the 27000s, currently in
development™. An important element
of the series is recognizing the
importance of involving™ the senior
management in the implementation of
the standard, with its benefits and
costs.

The Information Systems Audit and
Control Association (ISACA) has
developed separately a set of
guidance for IT governance called
COBIT?, which is dedicated to
understanding and managing the risks
associated with IT by bridging the
gaps among business requirements,
control needs and technical issues. A
detailed assessment of the maturity
for a specific critical area can be
realized, under COBIT, by considering
the three dimensions of the
framework, capability, coverage and
control™ in the context of the overall
business requirements.

2 Created by the International
Organization for Standardization (ISO)
3 The acronym COBIT stands for Control
Objectives for Information and related
Technology

How the security issue appears in

press, vendor whitepapers and
academic research

Press

The issue of employee as a security
threat to the company is not
addressed too often in business
publications. There, security of
information technology is regarded
more from the point of view of
reporting regulations®™" or describing
cases™,

The in depth analysis is left for the
technology-oriented publications,
which target a “how to” approach in
providing advice on addressing parts
of the issue. There are articles
concerning the strengthening of
password policies®™", containing advice
on how to identify an insider threat®™",
listing best practices™"', or pointing
out that the employees are the
biggest danger™"' to a company’s
information.

Vendor whitepapers

The vendor whitepapers show an
understanding of the issue and are
trying to provide solutions and advice
by analyzing the causes and
identifying possible courses of action
that would diminish the risk. Most of
these are technical solutions, yet they
address aspects of the main issue by

- 7 of 16-



Alex Kelley - Information security policies: awareness and enforcement

either simplifying employees’ activities
with a single sign-on application*"
meant to decrease the risk of writing
passwords on sticky notes as fewer
would need to be remembered, or by
providing an overview of common
means of communication (like e-mail)
with recommendations on how to
monitor it and thus prevent potential
threats, thus using information tools
to self-promote the vendor’s products®
for information security in general™*,

Academic research

From the education side, Carnegie
Mellon®'s Computer Emergency
Response Team (CERT) offers a series
of research materials on insider
threat™ and analyzes in depth the
characteristics of an effective security
governance®, The Information
Warefare Site has a list™" of
educational initiatives throughout the
United States, with most major
schools offering an orientation towards
information security.

Government

* For instance, Sophos (www.sophos.com)
is a vendor of anti-virus and anti-spam
software and has become well known
through similar analyses and reports not
necessarily strictly related to the products
that the company is currently offering, but
providing important information and thus
creating a name for itself.

> CMU was designated as a Center for
Academic Excellence in Information
Assurance Education by the National
Security Agency

Finally, governmental organizations
like NSA (National Security Agency)
and NIST (National Institute of
Standards and Technology) also
address the issues of information
assurance® " security
management®*"¥, and provide useful
resources for the private sector. NIST
is also supporting the Federal
Information Security Management Act
(FISMA), which is directed towards
security measures™ at federal
agency level.

Current knowledge

As of present, there are many
guidelines, standards and
recommendations on what to do, from
an IT perspective, to both keep all
employees content and maintain the
security of the company’s data. It is
interesting, however, to take a look at
pieces of the recommended actions
and identify their strengths and
weaknesses, or try to give an answer
to why they are not implemented.

Best practices and
recommendations analysis®™"!

Policies

In regards strictly to the policies that
employees acknowledge when they
start work, core IT specialists agree
that the information technology
department of a company is not the
owner, but the facilitator of
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enforcement of these policies, in which
quality it provides the technical
controls for support. As the policy is
enforced by human resources and top
management, there needs to be a
clear understanding of what is needed
and the risks that this policy would
address.

However, this is rather easier said
than done, as most companies face a
misunderstanding of the boundaries of
the role if IT*V,

Limited trust

Another view is the opinion that the
employees should be trusted only to
the extent that the company is willing
to take on a level of risk. In this
regard, technology should restrict the
access, be able to track down lost
laptops, lock access when triggered to
do so, and so on. In this situation,
biometrics solutions would take care
of limiting physical access and even
technological.

The downside of this approach is that
the employees would sense the limited
level of trust, which in turn would
typically lead to lower retention rates
throughout the company. In addition,
when an employee changes
departments of leaves the company,
the access is not always removed.

However, two of the less radical
applications of this practice are
relatively successful as preventive
measures and strongly recommended
throughout the industry: the principle

of least privilege and the separation of
duties.

The principle of least privilege requires
that a user be given no more than
access than necessary to perform a
job, thus limiting the damage that can
be done by one individual®**",

The separation of duties has long been
a common policy in the financial
sector and is typically oriented
towards preventing conflicts of
interest and detecting control
failures™™, The separation of duties is
necessarily determined by conditions
external to the computer system* and
in this quality it constitutes a
fundamental principle of regulatory
controls (SOX, GLBA).

Training

There seems to be a high stress on
awareness and training. Most HR and
IT professionals alike suggest that
employees should be trained
periodically on security issues even
outside their daily routine, with
examples on how to maintain security
of their personal information first,
then with regard to the company that
employs them. In order for this to be
functional, a feedback mechanism
should be put in place so that users
can both ask questions and report on
misuse from colleagues, without
revealing their identity if they so wish.

Intentional versus accidental
information loss

Finally, there are studies that address
the intentional rather than the
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accidental misuse of accessible
information technology®'. In this case
more so than in any other one, it is
very important to create a culture of
trust in the company*" and to observe
any abnormal behaviors that could
betray malevolent intentions.

Classic practices

A few common practices in the policies
are highly recommended in various
publications. However, the reason
they are hard to implement or to
follow is that they are not 100%

proof. This is also the main rationale
that lies at the basis of security being
a hard issue when one is addressing
the employee.

e Password policy: Most companies
specify that passwords should not be
shared with co-workers, some don‘t
allow the same password to be used
for different systems. In addition,
password policies recommend creating
a strong password and changing it
often, at pre-determined time
intervals. A too rigid password policy
can create more problems than it
solves: for instance, if the employee
needs to have a different password for
each system used, the likelihood that
it will be forgotten increases with the
level of complexity required for
password validity. An easy solution is
to write it down, although that is
typically not accepted in the policy.

e Single sign-on: To address the issue
mentioned above, some companies

implement a single sign-on solution,
which provides the end user the
flexibility of using only one password,
to the repository system, then have
access to all the systems that he uses.
Among the benefits are: decreased
amount of time used for the
administrative tasks of logging on
various systems, easiness in having to
remember one password, and a
perception of general simplicity. The
drawback here lies in the idea of a
single point of failure: if that one
password is shared or written down
and an unauthorized user obtains it,
he can access all the systems that the
rightful employee has access to,
especially if the password chosen was
Weakxliii.

e Limited usability of features: This
refers to typical actions of blocking
access to blacklist websites, not
allowing the use of USB drives etc.
However, most of these measures
only address the “innocent” employee,
as when a user’s intent is towards
stealing information, it is not
impossible to find ways around these
relatively simple measures.

e Timely access: The timely access is
tied to the principle of least privilege
discussed above. When the need for
access to a new system is determined,
the employee is granted access to this
system by the department that is
responsible for it. The drawback lies in
the escalation system that is
commonly in place for all internal
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requests; usually, providing access is
not a top priority, which in turn can
lead to password sharing or other
temporary fixes.

e Employee exit procedures: Typically,
if an employee was terminated, the
access is canceled faster than in the
case of a leave by own consent. Even
in this case, however, it is not unusual
for a cumbersome exit process, where
the request goes from department to
department and, in effect, permits the
internal systems to treat the former
employee as still current for days or
weeks after the employment ended.

e Mobile device policies: In companies
with an intensive use of smart phones
and laptops, it is important that action
be taken in a timely fashion in the
case of an employee termination or a
stolen device. Improperly trained first
contacts (a service center, for
instance) can sometimes undermine
the process by not attributing the
correct priority to the request, which
may lead to higher usage costs on the
device itself, and also potential theft
of proprietary information.

Writing security policies

One of the most common mistakes is
to take a standard format of a security
policy and implement it with only
minimal impact analysis. The risk here
is that the policy is either unsuitable
for the specific company, or that the
terms used are too hard to understand
for the average user. Either case can

result in discarding the information
and not taking into account the
recommendations.

Monitoring compliance

Use of internal systems is typically
monitored through logs, but difficult to
analyze due to the very high volume
of raw data from these systems. Best
practices recommend paying attention
to signals like heavy internet usage,
for instance, to do a more in depth
research on the employee.

Recommendation steps

In ensuring security of company
information and clients’ personal data,
the company should first conduct a
risk assessment, to identify the types
of information that it contains and
that, if lost or stolen, would create a
negative impact of some scalable
importance. The second step is to
organize a technology roadmap to
address the gaps in the information
security determined through the risk
assessment. Suitable technology
solutions should be identified
according to the roadmap, in the third
step. Along with selecting the
technology that will be put in place,
the company should formulate written
policies for the current and future
employees, as well as determine and
address the need for physical security
within the company.
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The next step is the actual
implementation of both the IT
measures and the security policies to
the users of the company’s
information systems. Just as the
software and hardware in place need
to be checked periodically for full
functionality, the employees should be
trained towards first understanding
and then following the policies within
the work place, within the fifth step.
Here should be created also measures
to determine if and who is not
respecting the company’s principles
with regard to security (logs, data
volume examination etc.). Finally,
enforcement deals with measures
taken if the policies are violated. This
should go gradually from minor
admonition and retraining to the
extreme measure of termination.

From the above-mentioned
perspectives, the issues of training
and awareness™" seem to stand out.
From an employee perspective, if the
only contact with policies happens on
the first day at work — when typically
a large number of different documents
are quickly reviewed and signed -,
then it is likely that the information
about the security policy will be hard
to remember. If, instead, the
employee is provided with an easily
accessible link towards a controlled
document that describes in non-
technical terms what the expectations
are, and then is reminded periodically
about the security practices through
online training with quizzes or inter-

departmental reviews, then there is a
much greater chance for those
practices to be at least understood, if
not respected. It is likely that a certain
level of trust in the employee is still
required - in which case the link
between awareness and compliance is
addressed.

Brief conclusion

As the internal use of technology is
still growing, it is important for any
company to make sure the correct
safeguards are in place to allow it to
comply with the legislation and to
remain competitive by protecting its
information. The technology, albeit
extremely important, represents only
a step in the greater security plan; a
clear strategic view of information
security throughout the company
should set the stage both for the
technology and for the employees.
Thus, a well-written, understood and
enforced security policy, together with
a comprehensive set of controls,
would greatly help towards ensuring
that the company will remain viable.
In addition, companies should
increase the number of resources
concentrated in training their
employees towards a better
understanding of the policies involving
information security.
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