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Shadow systems (Shadow Data Systems, Data Shadow Systems, or Shadow IT) are defined as “any application relied upon for business processes that are not under the jurisdiction of a centralized Information Systems department.”(1)  Basically, as the name states, it is a system or an Information Technology lurking in the shadows of a functional business area of a company.  These shadow systems are typically spreadsheets, desktop databases, or free web hosted systems.  According to one survey, data shadow systems are prevalent in all industries, companies of all sizes and throughout various business functions in the enterprise.(2)  There is a lack of consensus on whether the existence of Shadow IT is a positive or negative development.

There are several issues with Shadow IT, including wasted time, inefficiency, inconsistent business logic, wasted investment, poor documentation, lack of backup, lack of security, improper controls and deficient testing.(3)

Time spent by an organization’s employees in developing, maintaining, and updating the rouge system is time that such employees are not spending on their prescribed job functions.  As a result, the employees that the organization hired to fulfill non-IT corporate needs are not performing to their highest potential and the corporation is therefore making inefficient use of its employees on a potentially company-wide basis.  In addition, Information Technology professionals are spending time working to combat problems with, and document, the Shadow IT rather than focusing their efforts on company-sanctioned IT.  As a result, the IT professionals are often over-worked and cannot efficiently complete their jobs.(4)

The use of shadow spreadsheets and desktop databases often, and almost always, lead to inconsistent business logic.  This phenomenon is due to minor changes that occur each time data is copied and transferred to an Excel file or Access database from one person to another (i.e. file sharing).  Without testing, these millions of discrepancies will typically go undetected and will lead to redundant and inconsistent data.  "Studies have revealed that as many as 44% of all end-user spreadsheets contain at least one error."(5)  

Shadow IT can be a barrier to the enhancement of an existing system.  Because users opt to utilize the shadow programs instead of informing the Information Technology staff about the inefficiencies of the company’s programs, the IT staff is never given the opportunity to improve the company’s programs.  For example, where an employee copies and pastes data from a database system into a spreadsheet to perform data analysis instead of asking the company’s IT staff to improve the database such that data analysis can be performed directly therein, the company misses the opportunity to fully develop the existing system.

Shadow systems are also prone to poor documentation.  As any Information Systems professional will state, documentation of systems and architecture is considered to be one of the most overlooked fundamentals.  Already overtaxed employees that are trying to develop and maintain the shadow system will not document how the system is put together.  As a result, the shadow IT is rarely, if ever, documented.  Therefore, if the employee that developed the shadow programs leaves the company, that knowledge is lost and any replacement employee will struggle to understand the previous employee’s logic.  In fact, they may never even know that the shadow programs existed.  This leads to inconsistent business logic and erroneous data.

Back-up for these rouge systems is literally nonexistent.  Most exist on the local hard drive of the user’s personal computer.  As a result, it is more likely that all data and process will be lost if the hard drive of the personal computer would happen to fail.  The only remote possibility of back-up for such programs is if the file of the shadow system resides on a corporate file server.   

Security is one of the primary concerns with Shadow IT because of the lack of proper control.  With the increased use of company laptops, thumb drives, and email, corporate files may easily be transferred to personal computers and e-mail accounts.  Such events can result in noncompliance with corporate regulations concerning personal information and federal laws and regulations, such as Sarbanes Oxley.  For companies dealing with medical information, this concern is heightened due to recent changes in federal laws, such as HIPAA.

Lack of testing is also an issue because there is no formal way of testing the outputs to make sure they are accurate.  By the time the file is passed between individuals and departments and numerous revisions of data are made, the data may not be reliable.  

Just as there are issues with Shadow IT, there are also benefits.  Such benefits include creative development, adaptation to specific organizational needs and lower costs.

Shadow IT fosters creative development within the primary functional business units by giving employees the flexibility to create files and programs that meet their personal requirements.  For example, many individuals prefer to use spreadsheets in an Excel format, rather than using corporate database systems that they are not familiar with.  This is partially due to the fact that many individuals receive training or have had multiple years of experience with Excel.  Shadow IT (Excel in the example above) allows those individuals to choose the format in which to conduct business.  A large portion of that is due to the fact that professional training has not been properly conducted or that there has not been corporate buy-in from the top of the organization.

Likewise, employees and departments can create files and programs tailored to their specific business needs.  The format that is most useful for the marketing department is likely not the format that is best for the engineering department.  If the employees have flexibility in creating and using alternative information technology, each department can utilize the programs and files that best fit their individual needs. (6)

Finally, because Shadow IT is either created by the employees of their own volition or downloaded for free from the Internet, an organization’s use of Shadow IT is significantly cheaper than widespread licensing of more traditional information technology.  An example of this is Microsoft Excel, which comes as a standard installed software on most personal computers. “[S]ince spreadmarts are based on readily available desktop tools, they are cheap and quick to build. Within a day or two, a savvy business analyst can prototype, if not complete, an application that is 100% tailored to the task at hand.” (6)

This issue is fundamentally difficult due to the struggle between the positive and negative factors noted above.  Specifically, the concern regarding confidentiality of data weighs heavily in favor of eliminating existing shadow files and programs and putting protections in place to prevent further development of such files and programs.  Conversely, a company can save large quantities of money by allowing each of its departments to develop or download Shadow IT that best fits such department’s needs.  Each company must develop its own pro-con list to determine whether the positive or negative factors surrounding Shadow IT prevail.  

In addition, this issue is fundamentally difficult due to a lack of understanding among employees regarding the difference between the company-sanctioned information technology and these shadow programs and files.  To the average employee, the end product (i.e. the report reflecting the manipulated data) is the important piece, while the program or format used to create the final product is of little significance.  As a result, some organizations are not even aware that Shadow IT is at play until something goes wrong.  If the organization itself is not aware of the benefits and disadvantages to utilizing Shadow IT, it cannot adequately weigh whether it should condone the use of such files and programs.  Even where such organization would determine that Shadow IT is more beneficial than harmful, if the organization does not know that the Shadow IT is in use, it is likely not getting all of the benefits out of the programs and files that it could be.  

The Information Technology department of an organization is the most concerned with this issue because the use of Shadow IT (whether condoned or discouraged by an organization) impacts the IT professionals’ daily work.  Often these programs and files are developed by non-IT employees; however, when something goes wrong with the Shadow IT, it is the IT department that has to make things right.  This pulls resources from the IT department – resources that can often not be spared.  The IT department also cares about this issue because it something they understand and would like to educate others on.  

In addition, management of an organization cares about this issue.  Shadow IT can cost or save the organization money.  If management can save money by either eliminating or encouraging Shadow IT, it will be rewarded for its efforts.  

As noted above, Shadow IT can also impact the productivity and efficiency of employees in all departments, not only the IT department.  If employees are more efficient and productive company-wide, all employees benefit (often monetarily as the company achieves success).

If the individuals in different departments are inefficient, the company’s bottom-line is affected. This effect on the bottom-line also causes the owners (and in the case of a corporation, stockholders) of an organization to care about Shadow IT.  If the owners find out that Shadow IT is impacting the amount of money that is ultimately in their pockets, they are going to spend time determining the best way to deal with the issue. 

As noted above, where organizations become aware of the issue and educate their employees on how to use it effectively, the company can save money, increase efficiency and improve morale among employees.  It is always best to consider the ramifications of any new technological developments, even where the company ultimately decides to forego using them.   The exercise of weighing the benefits against the weaknesses may reveal places for improvement, for cost-cutting or for creative development.

Where the issue is not addressed within an organization, inefficiencies arise, money is lost and the IT department struggles to maintain continuity.  In addition, the company may be violating internal and external rules and regulations regarding privacy and confidentiality.  Where an organization turns a blind eye to changes within the organization, it misses the opportunity to evaluate its current position and where it would like to be going forward.  

Thus, in addressing the issue within an organization, the question arises as to whether the organization should encourage or discourage their employees from utilizing Shadow IT.  Although some authors argue that business users are already measuring performance and making business decisions by using Shadow IT, in the article “User Management Users Who Know Too Much and the CIOs Who Fear Them” in CIO Magazine, dated February 15, 2007, Ben Worthen argued that the increased use of the Internet at work may not be something that Chief Information Officers should be excited about.(7)(8)  Worthen referenced an April 2006 survey by the Pew Internet and American Life Project which credits the Internet with employee’s perception of increased productivity at work due to technology.  The study indicated that it is not enterprise IT (the IT provided by the corporation), but rather the Internet and Shadow IT which giving employees this is perceived advantage.  Lee Rainie, the Pew project director, is quoted in Worthen’s article as follows: “‘The big story is that the boundary that existed in people’s lives between the workplace and the home has broken down….  Almost unlimited storage and fast new communication tools allow people to use whatever information they choose, whenever they want to, from wherever is most convenient for them.’”(8)

According to Pew, 42% of Internet users download programs, 37% use instant messaging and 27% use the Internet to share files, each of which decreases the reliability and security of a corporation’s data.  As a result, Worthen argues that CIOs should be leary of the Shadow IT “departments” (individuals in other departments that are proficient with non-corporate IT programs and files); however, they may not be able to avoid them entirely.  Worthen states that the use of Shadow IT (or consumer IT) allows employees to “work faster, more efficiently and, in many cases, longer hours.”  Worthen points out that some employees “are even finding new and better ways to get work done,” which is ultimately beneficial to the bottom line.  CIOs must find a balance between security and compliance on the one hand and efficiency and productivity on the other.  David Smith, a vice president and research fellow at Gartner stated it this way, “Never use security and compliance as an excuse for not doing the right thing. Never use these as sticks or excuses for controlling things. When you find that people have broken rules, the best thing to do is try to figure out why and to learn from it.”(8)

In the article, "Don't Let Tech-Savvy Business Execs Do An End Run Around IT" in the April 7, 2008 issue of Information Week, John Soat reiterates that CIOs should be cognizant of tech-savvy employees and should embrace their knowledge rather than allowing them to take an end-run around the CIO's efforts to control technology.(9)

In his article, “Shadow IT,” dated October 10, 2007, Andrew Noyes argues that it is unrealistic to expect users to adhere to a company’s strict policy against the use of unapproved technology.  To prove this point, Noyes quotes Alan Paller, Director of Research at the SANS Institute, a nonprofit cyber-security research organization in Bethesda, Maryland, when he says that “resistance is futile.” He argues that fighting the use of Shadow IT can be counterproductive and predicts “substantial pushback” from agencies that institute strict policies.  Paller believes that “[s]uch policies could radically reduce the convenience of useful information sources and communications platforms, and could make employees less productive in the long run.”  Noyes points out that videoconferencing and wireless Internet access were once new and innovative ideas that have now been embraced by corporations.  He predicts that the Shadow IT of today will be the company-sanctioned IT of tomorrow.(10)

Vendor and consulting white papers almost universally disagree with the use of Shadow IT.  While some of these vendors and consultants may honestly believe this to be true, all have a similar motive to not sponsor the use of shadow systems – business.  By and large, Shadow IT is free to its users.  Vendors and consultants make their money selling business intelligence solutions to companies.  If the end users prefer the free Shadow IT, these vendors and consultants are not offering a benefit to the companies.  For example, in the article, "Shed Light on Shadow IT Groups," Ruby Bayan states "'Shadow IT' is as ominous as it sounds. Detached from corporate IT, running its own systems, and covertly implementing its own rules and policies, a shadow unit can quickly become a sinister threat to the company's security infrastructure."  Bayan goes on to address how management should address, and limit, Shadow IT.(11)

In contrast, seeing the trend toward the use of Shadow IT, some vendors and consultants have embraced the concept and developed products geared toward the use of Shadow IT.   In his white paper, “Improve Your Data Shadow System with Solutions from Board M.I.T.,” Richard Sherman states that “Data Shadow systems can co-exist and complement existing data delivery infrastructures, improving effectiveness, flexibility, and speed at the Business group level.”  Sherman points out that business groups rely on the systems’ fast, flexible, familiar, effective, and accessible nature, while also recognizing the dangers discussed above.  Sherman proposes that the best way to take advantage of the benefits of Data Shadow Systems while leaving the liabilities behind is to align the “3 P’s for BI success” - People, Products and Processes – and has come up with a product “The Board Management Intelligence Toolkit” to do just that.  (12)

Wayne W. Eckerson and Richard P. Sherman, in their white paper entitled “Strategies for Managing Spreadmarts” provide a list of remedies for the inevitable use of Shadow IT: (a) Manage the BI Environment; (b) Change Management; and (c) Align Business and IT.(6)

Eckerson and Sherman argue that “[t]he technical remedy for spreadmarts is to manage and store data and logic centrally in a uniform, consistent fashion and then let individuals access this data using their tools of choice.”  In other words, the logic and data should be separated from the presentation.  According to them, the goal is to transform spreadmarts into managed spreadsheets.  Next, the white paper states that the organization needs to be changed.  “Changing a spreadmart-dependent culture usually requires top executives to both communicate the importance of having unified, consistent, enterprise data, and to apply incentives and penalties to drive the right behaviors. Ultimately, change takes time, sometimes a generation or two, but the right organizational levers can speed up the process.”  Finally, the business and IT must be aligned and each must recognize the other’s strengths and weaknesses and they must learn to work together for the common good.(6)
Another aspect of shadow systems is their usefulness in indicating the range of problems with enterprise system implementation.  Studies have shown that close examination of shadow systems may help both practitioners and researchers improve enterprise system implementation and evolution.(13)

Shadow IT and the general issue of maintaining data integrity arises in my academic coursework in at least three separate classes.  In both Finance and Statistics, we utilize Microsoft Excel to run regression analyses, comparing the performance of a specific stock to general market movement.  Conducting these analyses, I have noted that it is easy to have errors in the data, even when directly copying and pasting information form resources.(14)(15)  Although my Database Management class is primarily focused on relational databases, we have also covered how to manage data integrity and how integral that concept is to any database or system.(16)

At this point, the question still remains whether Shadow IT has a place in a corporation and, if so, what the correct balance is between Shadow IT and Enterprise IT.































1) http://en.wikipedia.org/wiki/Shadow_system
	This resource gave me a general understanding of the issue and its associated problems.

2) http://en.wikipedia.org/wiki/Shadow_IT
	Like the preceding resource, this resource gave me general background information on the subject of Shadow IT.  

3) The Song Remains the Same - Data Shadows Systems Continue to be Pervasive for Reporting and Analytics: BI and DW Trends, 8 for ’08, Rick Sherman, BI Briefs, DM Review Online, April 25, 2008
	This article indicates that Shadow IT is pervasive.

4) The Data Shadow System Conundrum, Rick Sherman, DM Review Magazine, May 2006 
	This article gave me some insight into how companies can achieve a balance between traditional IT and shadow IT.

5) Using a Structured Design Approach to Reduce Risk in End User Spreadsheet Development, Diane Janvrin & Joline Morrison, Information & Management 37 (2000) 1-12
	This scholarly article statistical information regarding errors in shadow spreadsheets.

6) Strategies for Managing Spreadmarts, Migrating to a Managed BI  Environment by Wayne W. Eckerson and Richard P. Sherman, TDWI best practices Report, First Quarter 2008
	This article presents some strategies for managing Shadow IT.
	
7) Corporate Performance Management Tomorrow, Data Shadow Systems Today, Rick Sherman, BI Bulletin, June 13, 2006
	This article showed me that there are things that IT professionals can do today to incorporate Shadow IT into the organization's framework.
	
8) User Management Users Who Know Too Much and the CIOs Who Fear Them, Ben Worthen, CIO Magazine, February 15, 2007
	Ben Worthen explains that companies should be very leary of Shadow IT.

9) Don't Let Tech-Savvy Business Execs Do An End Run Around IT, John Soat, Information Week, April 7, 2008
	This article points out that CIOs should embrace tech-savvy employees instead of trying to keep them down.

10) Shadow IT, Andrew Noyes, October 10, 2007
	I learned that it is unrealistic to expect users to adhere to a company’s strict policy against the use of unapproved technology.

11) Shed Light on Shadow IT Groups, Ruby Bayan, TechRepublic, July 9, 2004
	Bayan makes an argument that Shadow IT is detrimental to organizations.

12) Improve Your Data Shadow System with Solutions from Board M.I.T., Richard Sherman
	This article offers some solutions for managing Shadow IT.

13) The rise and fall of a shadow system: Lessons for enterprise systems implementation, David Jones, Sandy Behrens, Kieren Jamieson and Elizabeth Tansley, Faculty of Informatics and Communication, Central Queensland University, Rockhampton, Queensland
	This article shows how shadow systems can be used to improve enterprise systems.

14) [bookmark: BQOM2401]BFIN 2006: Financial Management (3 credits)
15) BQOM 2401: Statistical Analysis: Uncertainty, Prediction, and Quality Improvement (3 credits)
16) BMIS 3588: Database Management (3 credits)
	These classes illustrate the importance of maintaining data integrity and the ease with which errors arise.
	

	
