The Issue of Managing Shadow IT

Shadow systems (Shadow Data Systems, Data Shadow Systems, or Shadow IT) are defined as “any application relied upon for business processes that are not under the jurisdiction of a centralized Information Systems department.” (1)  Basically, as the name states, it is a system or an Information Technology lurking in the shadows of a functional business area of a company.  These shadow systems are typically spreadsheets, desktop databases, or free web hosted systems.  There is a lack of consensus on whether the existence of Shadow IT is a positive or negative development.

There are several issues with Shadow IT, including wasted time, inefficiency, inconsistent business logic, wasted investment, barriers to enhancement, poor documentation, lack of backup, lack of security, improper controls and deficient testing.

Time spent by an organization’s employees in developing, maintaining, and updating the rouge system is time that such employees are not spending on their prescribed job functions.  As a result, the employees that the organization hired to fulfill non-IT corporate needs are not performing to their highest potential and the corporation is therefore making inefficient use of its employees on a potentially company-wide basis.  In addition, Information Technology professionals are spending time working to combat problems with, and document, the Shadow IT rather than focusing their efforts on company-sanctioned IT.  As a result, the IT professionals are often over-worked and cannot efficiently complete their jobs.

The use of shadow spreadsheets and desktop databases often, and almost always, lead to inconsistent business logic.  This phenomenon is due to minor changes that occur each time data is copied and transferred to an Excel file or Access database from one person to another (i.e. file sharing).  Without testing, these millions of discrepancies will typically go undetected and will lead to redundant and inconsistent data. 

Shadow IT can be a barrier to the enhancement of an existing system.  Because users opt to utilize the shadow programs instead of informing the Information Technology staff about the inefficiencies of the company’s programs, the IT staff is never given the opportunity to improve the company’s programs.  For example, where an employee copies and pastes data from a database system into a spreadsheet to perform data analysis instead of asking the company’s IT staff to improve the database such that data analysis can be performed directly therein, the company misses the opportunity to fully develop the existing system.

Shadow systems are also prone to poor documentation.  As any Information Systems professional will state, documentation of systems and architecture is considered to be one of the most overlooked fundamentals.  Already overtaxed employees that are trying to develop and maintain the shadow system will not document how the system is put together.  As a result, the shadow IT is rarely, if ever, documented.  Therefore, if the employee that developed the shadow programs leaves the company, that knowledge is lost and any replacement employee will struggle to understand the previous employee’s logic.  In fact, they may never even know that the shadow programs existed.  This leads to inconsistent business logic and erroneous data.

Back-up for these rouge systems is literally nonexistent.  Most exist on the local hard drive of the user’s personal computer.  As a result, it is more likely that all data and process will be lost if the hard drive of the personal computer would happen to fail.  The only remote possibility of back-up for such programs is if the file of the shadow system resides on a corporate file server.   

Security is one of the primary concerns with Shadow IT because of the lack of proper control.  With the increased use of company laptops, thumb drives, and email, corporate files may easily be transferred to personal computers and e-mail accounts.  Such events can result in noncompliance with corporate regulations concerning personal information and federal laws and regulations, such as Sarbanes Oxley.  For companies dealing with medical information, this concern is heightened due to recent changes in federal laws, such as HIPAA.

Lack of testing is also an issue because there is no formal way of testing the outputs to make sure they are accurate.  By the time the file is passed between individuals and departments and numerous revisions of data are made, the data may not be reliable.  

Just as there are issues with Shadow IT, there are also benefits.  Such benefits include creative development, adaptation to specific organizational needs and lower costs.

Shadow IT fosters creative development within the primary functional business units by giving employees the flexibility to create files and programs that meet their personal requirements.  For example, many individuals prefer to use spreadsheets in an Excel format, rather than using corporate database systems that they are not familiar with.  This is partially due to the fact that many individuals receive training or have had multiple years of experience with Excel.  Shadow IT (Excel in the example above) allows those individuals to choose the format in which to conduct business.  A large portion of that is due to the fact that professional training has not been properly conducted or that there has not been corporate buy-in from the top of the organization.

Likewise, employees and departments can create files and programs tailored to their specific business needs.  The format that is most useful for the marketing department is likely not the format that is best for the engineering department.  If the employees have flexibility in creating and using alternative information technology, each department can utilize the programs and files that best fit their individual needs.

Finally, because Shadow IT is either created by the employees of their own volition or downloaded for free from the Internet, an organization’s use of Shadow IT is significantly cheaper than widespread licensing of more traditional information technology.  

I have bounded this issue by considering its application to commercial businesses.  Shadow IT is also used in the government and non-profit sectors.  Although different industries may have specific problems based on security requirements, the overarching concerns are the same.  For example, a company that specializes in maintaining medical records has a greater obligation to keep data secure and to combat the disclosure of such information outside the organization.  In contrast, a small retail company specializing in the sale of children’s clothing has little confidential information (i.e. credit card records) requiring protection.

This issue is fundamentally difficult due to the struggle between the positive and negative factors noted above.  Specifically, the concern regarding confidentiality of data weighs heavily in favor of eliminating existing shadow files and programs and putting protections in place to prevent further development of such files and programs.  Conversely, a company can save large quantities of money by allowing each of its departments to develop or download Shadow IT that best fits such department’s needs.  Each company must develop its own pro-con list to determine whether the positive or negative factors surrounding Shadow IT prevail.  

In addition, this issue is fundamentally difficult due to a lack of understanding among employees regarding the difference between the company-sanctioned information technology and these shadow programs and files.  To the average employee, the end product (i.e. the report reflecting the manipulated data) is the important piece, while the program or format used to create the final product is of little significance.  As a result, some organizations are not even aware that Shadow IT is at play until something goes wrong.  If the organization itself is not aware of the benefits and disadvantages to utilizing Shadow IT, it cannot adequately weigh whether it should condone the use of such files and programs.  Even where such organization would determine that Shadow IT is more beneficial than harmful, if the organization does not know that the Shadow IT is in use, it is likely not getting all of the benefits out of the programs and files that it could be.  

The Information Technology department of an organization is the most concerned with this issue because the use of Shadow IT (whether condoned or discouraged by an organization) impacts the IT professionals’ daily work.  Often these programs and files are developed by non-IT employees; however, when something goes wrong with the Shadow IT, it is the IT department that has to make things right.  This pulls resources from the IT department – resources that can often not be spared.  The IT department also cares about this issue because it something they understand and would like to educate others on.  

In addition, management of an organization cares about this issue.  Shadow IT can cost or save the organization money.  If management can save money by either eliminating or encouraging Shadow IT, it will be rewarded for its efforts.  

As noted above, Shadow IT can also impact the productivity and efficiency of employees in all departments, not only the IT department.  If employees are more efficient and productive company-wide, all employees benefit (often monetarily as the company achieves success).

If the individuals in different departments are inefficient, the company’s bottom-line is affected. This effect on the bottom-line also causes the owners (and in the case of a corporation, stockholders) of an organization to care about Shadow IT.  If the owners find out that Shadow IT is impacting the amount of money that is ultimately in their pockets, they are going to spend time determining the best way to deal with the issue. 

As noted above, where organizations become aware of the issue and educate their employees on how to use it effectively, the company can save money, increase efficiency and improve morale among employees.  It is always best to consider the ramifications of any new technological developments, even where the company ultimately decides to forego using them.   The exercise of weighing the benefits against the weaknesses may reveal places for improvement, for cost-cutting or for creative development.    

Where the issue is not addressed within an organization, inefficiencies arise, money is lost and the IT department struggles to maintain continuity.  In addition, the company may be violating internal and external rules and regulations regarding privacy and confidentiality.  Where an organization turns a blind eye to changes within the organization, it misses the opportunity to evaluate its current position and where it would like to be going forward.  

As this paper illustrates, Shadow IT is advantageous for some organizations and detrimental to others.  All organizations should therefore recognize that the issue exists, evaluate the options with regard to shadow programs and files, educate employees on their existence, determine its reliance on such programs and files at the current time and determine how to proceed going forward.  Regardless of whether the organization immediately makes any changes, its acknowledgement of the issue is important.      

1) http://en.wikipedia.org/wiki/Shadow_system

