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Information security policies:

Awareness and enforcement
The case for information security

Not only do regulations impose a strict control of internal information of a company, but so does the need to remain viable when faced with aggressive competition and public disclosure of internal practices.

The security of information is not a new issue, but it is nevertheless challenging. PrivacyRights.org maintains a record of all declared breaches since January 2005
 and shows a total of over 245 million people in the United States who had their personal information (social security numbers, financial data) inadvertently released to non authorized persons. This list only reflects, as mentioned, the breaches that have been discovered and made public (due to specific regulations), and only if they affected end users, as opposed to company data. Given that the population of the United States as estimated for July 2008 is almost 304 million people
, of which 20% are under 14 years of age, one could argue that each individual’s personal data has been compromised to a certain extent (depending on the severity of the breach and the type of information that was released), and potentially not only once.

Information security has created a tremendous amount of hype, especially with the development of Internet, which connects an estimated 541.7 million computers in more than 250 countries on every continent as of January 2008
, and the more and more intense use of technology in the workplace. The concept broadly refers to protecting the data that an entity owns at a certain point in time. This data can be top secret (usually encountered in government agencies or contractors), of strategic value (the loss of it would mean the loss of a competitive advantage a company currently sustains), of private concern (employees personal information, medical history etc.). In a word, the information that is at stake would cause problems of some kind if it is intercepted, modified, stolen, lost or deemed unusable or unavailable.

Principles and problems

The core principles of information security are known as the CIA Triad
, which stands for confidentiality, integrity and availability. The confidentiality of data is the part of the core principles that is most obvious; it refers to the ability to hide the information from the people that are not authorized to see or access it. The integrity refers to the ability to ensure that the data is authentic and complete
. Finally, the availability ensures that the information is readily accessible to an authorized user at all times.

In addition, two more principles have surfaced as suggested by the legislation pertaining to information security: accountability, which determines the controls necessary to trace actions back to their source, and assurance, which works towards creating the confidence that technical and operational security measures work as intended
.

All these principles are guarded through well-placed systems that have the sole scope to protect the company’s databases and to ensure that the data respects the recommendations in the principles. Among the technical products that help ensure the C-I-A of data are firewalls, virus and intrusion detection software, and the use of encryption
. However many the technical solutions are, the contingency planning and training for a breach take place at the operational level, while higher management should be responsible for creating a security policy, conducting risk assessments and identifying a comprehensive security architecture
.

A look along the list mentioned above, from PrivacyRights.org, shows a decrease in the number of hacked servers or breached systems in the past couple years and an alarming increase in the cases of employees that left an unsecured laptop in a public place or mistakenly made some otherwise private records public via the Internet. This suggests the premise that the technology has improved over the years and even though is not perfect, it is now ready to face the attacks with greater chances to success; however, there are still many cases when the employee that has access to confidential data does not entirely understand or chooses not to respect the company’s security policy with regard to that information.

Issue statement
In the growing development of technology and its impact upon corporate operations, a key element in protecting an entity’s confidential information is reflected in every employee that has a certain level of access to either the actual data or to the physical facilities of that entity; any access underlines a certain degree of trust that the company has placed in the particular employee. A large part of this paper is be dedicated to the corporate security policies: what they are, how they are created, presented, applied and enforced – and where their weaknesses lie.

According to a study
 done at the end of 2007, among the vulnerabilities in information security lie the insufficient attention to human factors in systems design and implementation; management that does not understand that security is the entire company’s responsibility, not only IT; ignorance, carelessness negligence or idle curiosity from by users; an apparent disconnect between solid information security and commercial success which usually leads to inadequate investment in security controls. All these vulnerabilities are potentially exploited by either the company’s employees or by outside users that target the employees. The important idea is, however, that it becomes more and more evident that the human factor is essential in its alignment with the overall understanding of security in any given corporation and the implementation of adequate policies and controls.

This represents a clear change from a similar assessment five years before
, where the technology challenges seemed much more pervasive and the only human-related issues perceived referred to inadvertently downloads of potentially malicious code from browsing the internet, or to renaming files and not being able to retrieve them later due to the change in the name or extension.

Many companies do not always create the security policies in a clear and actionable manner. In addition, even if they cover all issues of access and forbidden actions, the biggest difficulties come in the actual monitoring of how the policy is implemented, as well as in raising awareness of the issue among the employees.

Stakeholders

A stakeholder represents an individual or group with an interest in the success of an organization in delivering intended results and maintaining the viability of the organization’s products and services
. From a corporate security perspective, stakeholders’ interests are likely to be expressed around enhancement and preservation of the company’s reputation, protecting the privacy of the corporation’s information, availability and reliability of services offered to internal and external customers
.

Given the above-mentioned stakes, all the company’s employees have a loss potential from the failure of security policies, from the CEO of the company to the summer intern in the finance department.

Advantages of understanding the issue

Typically, the correct application of internal information security policies translates in seamless business processes and uninterrupted operations – from the point of view of diminished privacy concerns and limited loss of critical enterprise information. A well understood and applied security framework leads to a higher level of expectations from the business activity, but is not really noticed until something goes wrong.

Potential dangers of understating the issue

Not implementing correct and adequate security measures, both technologic and human resources, could lead to negative consequences as the company would find itself faced with loss
 of strategic information (which could affect its position among the competitors), or with loss of private – client or employee – information (which would potentially imply legislation non-compliance fines, and diminished trust from investors and clients).
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