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RFID Privacy and Security

1.1 Introduction
RFID systems have been around since the 1960’s however in recent years they have been the target of a lot of hype and controversy.  The decreasing cost of the technology has led many industries to believe that RFID can streamline and dramatically increase the efficiency of the supply chain.  In theory it is feasible to see the major advantages of RFID implementation if in fact all players in the supply chain are up to date with the same technology.  However, Wal-Mart’s continuing difficulties in running effective RFID systems while generating a positive return on investment have left many to speculate that retail world is not quite ready for RFID.  There are RFID success stories but they do not exist in the retail world.  For example the US Military has used RFID systems for over 15 years with great success.  

In the retail industry’s case there is a privacy issue that must be addressed.  It seems as though the technology has advanced to a stage that can ensure a person’s personal information is secure from theft and that the cost of the technology will continue to decline.  The problem lies in the ongoing misconception of RFID technology and the belief that people will be tracked and personal information will be available to anyone with an RFID scanner.  Even if it is assumed that per item RFID tracking generates a positive return on investment for retailers based on the supply chain what good is implementation if consumers will not shop at the store.  

1.2 What is RFID?
RFID stands for Radio-frequency identification.  It uses radio waves to transmit the identification and other unique information about whatever it is attached to.  RFID tags contain an integrated circuit that stores and processes the information and an antenna that receives and transmits a signal.   

The range and size of an RFID tag depends of the type.  Passive RFID tags have no internal power supply and must use the incoming signal to power up.   They can be scanned from a few hundred meters and are thinner than a sheet for paper.  There are Active RFID tags which have an internal power supply however they are typically bigger and more expensive.  They do have their advantages over Passive tags.  They are more reliable and have a farther scan range (approximately 500 meters).  There are also semi-passive tags which are a hybrid of the active and passive.  A power source is not used to broadcast a signal it is only used to power up the circuit.      

1.3 Advantages of RFID

The major advantage of RFID over bar codes is that the RFID can be scanned from many feet away as opposed to having to be oriented directed under the scanner.  They can also hold more information than a typical bar-code and can measure external variables such as: temperature, vibration and light.  

1.4 The Issue

The current stigma around RFID is that it will be used to track individuals and their physical movements.  There is also the concern that personal data will be stolen by anyone who has a scanner.  This raises an issue for retailer: Should they implement RFID and risk a reduction in sales if people are not willing to shop in a store that uses RFID.  What should retailers do in order to overcome these fears surrounding RFID?  

Despite these concerns RFID is already in use and accepted by people today.       

1.5 Widespread Use of RFID Today

Most people are not aware that they use or see RFID in action every day.  First is E-ZPass technology.  E-ZPass is an electronic toll collection system that works using RFID technology.  It is used on highways that are located in the northeastern United States and have recently been extended to include Indiana and Illinois.     
Close proximity credit cards are another example.  MasterCard has PayPass which allows the user to “tap” a card, mobile phone or any other payment device to a point of sale system without having to swipe or insert a credit card.  This is RFID technology that people use without hesitation.  The interesting point here is that most people are unaware it is RFID technology and the use of RFID in describing PayPass and other close proximity cards is rare.   
1.6 RFID Security Alternatives    
There are two competing technology advancements that address security concerns.  The first is the use of an RFID tag which the antenna is physically removed from chip.  This disables the chip’s ability to be scanned because it can no longer receive a signal.  The consumer can physically remove the antenna from the chip after purchase; however the chip and its information remain intact.  The second is an increased level of encryption for each chip.  Both options do provide better privacy protection at the cost of increasing the price of the chip.
2.1 First Mover Advantage?

Investing in RFID technology and implementing it companywide for a retailer is very risky.  Improper or failed implementation could be very costly for a retailer.  This along with the fact that the technology of these chips is advancing and costs of individual tags are falling suggests that being the first to use RFID would not place a particular retailer in a strategically better position over another one.  Wal-Mart’s current struggle to use RFID in their operations can serve as an example to those who are debating over whether or not to use the technology.    

2.2 Department vs. Specialty Stores    

The benefits vary depending on which type of retail store is considering RFID.  For a large department store the benefits can be quite high.  With the multitude of manufacturers and wholesalers that sell their products in the stores an integrated RFID supply chain could greatly increase inventory efficiency.  This in turn would reduce end product cost for the consumer.  However, it is much more difficult to implement in a large department store.  First, all suppliers must be on board and have the proper equipment to place RFID tags and read them.  There is also a greater loss if the project were to fail.  The amount invested to integrate the entire store would not only be a sunk cost but also the cost of re-implementing the old system and the possible costs due to lost sales.            
2.3 Image of RFID 

The current environment surrounding RFID in the public’s eyes brings up multiple concerns.  People believe that their movements will be tracked if RFID chips are present in the clothes and products they buy.  This would allow tracking by either by the stores, the government or by some other unidentifiable source.  There is also the concern that stores will begin to store personal information on the RFID chips and anyone who has a scanner could gain access to that information.  

In 2003 Wal-Mart had place RFID tags in the packaging of lipstick in select stores to test how effective the RFID technology was in testing the efficiency of product placement.  The press however reported that Wal-Mart was spying on people not only in the store but also in their home because the RFID tags were on the lipsticks themselves.   However this was untrue.  The packaging contained the tags not the lipsticks and they did collect information on the shopper.   Also, the read range on the tags was less than an inch.  This is one example of the public’s view of RFID and the press capitalizing on their misconceptions.                  
2.4 Innovative Marketing

As discussed above RFID technology is already in use today by a large majority of the public.  PayPass and E-ZPass are just two examples.  Although both use RFID technology they are perceived as convenient and ultimately very beneficial to the user.  Most people do not hesitate to use either technology.  There is this separation in the public’s view of RFID technology and the two uses listed above.  Both focus primarily on convenience for example: “tap & go” and not having to sit in traffic at a toll booth.  Most people do not even realize what technology is being used.  However once RFID is mentioned in retail conspiracy theories abound.  In comparison the information contained in PayPass is much more sensitive than the data being collected in a retail environment.          

3.1 Recommendations

Recommendations to a retailer considering RFID technology:

· Avoid being the first mover.  Currently the technology and security of chip is improving and costs are continuing to fall.  There doesn’t appear to be a clear advantage to be the first to implement RFID.  Allow another institution to work out all the bugs and incur the steep learning curve costs.  This is currently being done by Wal-Mart.

· Separate the technology from the name.  Do not refer to the system as RFID use an innovative name to help soften the response to the technology.  As was done with PayPass and E-ZPass.

· Use an innovative marketing scheme to introduce the technology to the public.  Focus on the benefits to the customer rather than on the technology.  Benefits such as lower costs and better availability of products on the shelves.   
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