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Information security policies:

Awareness and enforcement
- background summary - 

Quick overview
· Companies have various levels of internal security

· Technology solutions are usually easier to apply than employee policies 

· It is difficult to determine which policies have been violated unless something bad happens

· Enforcement is hard as it is typically perceived as too “aggressive” rather than pro-active

Legislation and industry standards
Evidently, one of the reactions with regard to security is related to existing legislation. Companies have spent millions of dollars in solutions meant to ensure their systems are in accordance with the specifications and thus diminish the risk of having to pay heavy penalties for non-compliance.

There are a few acts
 that touch on security, and they come from different areas: financial institutions, health care, state law etc. The main requirements found in the legislation are directions towards what the systems should be able to provide, but no clear steps are given.

On the other hand, certification processes and ISO standards tend to have more detailed and better defined requirements – but they do not always address security directly, representing only a set of processes and associated technology that can be applied at any level in the hierarchy of a system’s structure
. The ISO 9000 family of quality management standards define quality as the customer-required features of a product or service
, which inherently involves some measures of security; the expectation is that the certification will portray a secure organization
 given the ISO certification.

ISO 27001 and 27002
, on the other hand, are information security management standards, meant to provide a more detailed framework for information systems managers in addressing risk assessments, technologies and internal policies. They are part of a larger family of standards, the 27000s, currently in development
. An important element of the series is recognizing the importance of involving
 the senior management in the implementation of the standard, with its benefits and costs.

The Information Systems Audit and Control Association (ISACA) has developed separately a set of guidance for IT governance called COBIT
, which is dedicated to understanding and managing the risks associated with IT by bridging the gaps among business requirements, control needs and technical issues. A detailed assessment of the maturity for a specific critical area can be realized, under COBIT, by considering the three dimensions of the framework, capability, coverage and control
, in the context of the overall business requirements.

How the security issue appears in press, vendor whitepapers and academic research
Press

The issue of employee as a security threat to the company is not addressed too often in business publications. There, security of information technology is regarded more from the point of view of reporting regulations
 or describing cases
.

The in depth analysis is left for the technology-oriented publications, which target a “how to” approach in providing advice on addressing parts of the issue. There are articles concerning the strengthening of password policies
, containing advice on how to identify an insider threat
, listing best practices
, or just pointing out that the employees are the biggest danger
 to a company’s information.

Vendor whitepapers

The vendor whitepapers show an understanding of the issue and are trying to provide solutions and advice by analyzing the causes and identifying possible courses of action that would diminish the risk. Most of these are technical solutions, yet they address aspects of the main issue by either simplifying employees’ activities with a single sign-on application
 meant to decrease the risk of writing passwords on sticky notes as fewer would need to be remembered, or by providing an overview of common means of communication (like e-mail) with recommendations on how to monitor it and thus prevent potential threats, thus using information tools to self-promote the vendor’s products for information security in general
.

Academic research

From the education side, Carnegie Mellon
’s Computer Emergency Response Team (CERT) offers a series of research materials on insider threat
 and analyzes in depth the characteristics of an effective security governance
. The Information Warefare Site has a list
 of educational initiatives throughout the United States, with most major schools offering an orientation towards information security.

Government

Finally, governmental organizations like NSA (National Security Agency) and NIST (National Institute of Standards and Technology) also address the issues of information assurance
 and security management
, and provide useful resources for the private sector. NIST is also supporting the Federal Information Security Management Act (FISMA), which is directed towards measures
 at federal agency level. 

� � HYPERLINK "http://en.wikipedia.org/wiki/Information_Privacy_Laws" ��http://en.wikipedia.org/wiki/Information_Privacy_Laws�, � HYPERLINK "http://www.bsa.org/country/Research%20and%20Statistics/~/media/BD05BC8FF0F04CBD9D76460B4BED0E67.ashx" ��http://www.bsa.org/country/Research%20and%20Statistics/~/media/BD05BC8FF0F04CBD9D76460B4BED0E67.ashx� 


� � HYPERLINK "http://www.iso27001security.com/html/others.html#ISOstds" ��http://www.iso27001security.com/html/others.html#ISOstds�


� � HYPERLINK "http://en.wikipedia.org/wiki/ISO_9001#Future_version:_2008" ��http://en.wikipedia.org/wiki/ISO_9001#Future_version:_2008�


� � HYPERLINK "http://www.ciol.com/Enterprise/Opinion/Is-information-security-important-to-your-enterprise/12908110299/0/" ��http://www.ciol.com/Enterprise/Opinion/Is-information-security-important-to-your-enterprise/12908110299/0/�


� created by the International Organization for Standardization (ISO)


� � HYPERLINK "http://www.27000.org/" ��http://www.27000.org/� 


� � HYPERLINK "http://iso-17799.safemode.org/index.php?page=Hints_and_Tips" ��http://iso-17799.safemode.org/index.php?page=Hints_and_Tips� 


� The acronym COBIT stands for Control Objectives for Information and related Technology


� � HYPERLINK "http://www.isaca.org/Content/NavigationMenu/Members_and_Leaders/COBIT6/FAQ6/COBIT_FAQ.htm#27" ��http://www.isaca.org/Content/NavigationMenu/Members_and_Leaders/COBIT6/FAQ6/COBIT_FAQ.htm#27�


� � HYPERLINK "http://www.washingtonpost.com/wp-dyn/content/article/2006/06/27/AR2006062700540.html" ��http://www.washingtonpost.com/wp-dyn/content/article/2006/06/27/AR2006062700540.html�, author, title, publication, date, link, accessed on: 


� � HYPERLINK "http://www.businessweek.com/magazine/content/08_48/b4110072404167.htm" ��http://www.businessweek.com/magazine/content/08_48/b4110072404167.htm�


� � HYPERLINK "http://www.eweek.com/c/a/Security/How-to-Encourage-Employees-to-Strengthen-Password-Security/" ��http://www.eweek.com/c/a/Security/How-to-Encourage-Employees-to-Strengthen-Password-Security/�


� � HYPERLINK "http://www.informationweek.com/news/security/cybercrime/showArticle.jhtml?articleID=196602853" ��http://www.informationweek.com/news/security/cybercrime/showArticle.jhtml?articleID=196602853�


� � HYPERLINK "http://www.networkworld.com/columnists/2007/011707miliefsky.html" ��http://www.networkworld.com/columnists/2007/011707miliefsky.html�


� � HYPERLINK "http://www.cio.com/article/179802/" ��http://www.cio.com/article/179802/�


� � HYPERLINK "http://ca.com/files/WhitePapers/pplsft_wp.pdf" ��http://ca.com/files/WhitePapers/pplsft_wp.pdf�


� � HYPERLINK "http://i.i.com.com/cnwk.1d/html/itp/sophos-email-acceptable-use-policies-wpna.pdf" ��http://i.i.com.com/cnwk.1d/html/itp/sophos-email-acceptable-use-policies-wpna.pdf� (Sophos is a vendor of anti-virus and anti-spam software and has become well known through similar analyses and reports not necessarily strictly related to the products that the company is currently offering, but providing important information and thus creating a name for itself.)


� CMU was designated as a Center for Academic Excellence in Information Assurance Education by the National Security Agency 


� � HYPERLINK "http://www.cert.org/insider_threat/" ��http://www.cert.org/insider_threat/� 


� � HYPERLINK "http://www.cert.org/archive/pdf/GES_IG_1_0702.pdf" ��http://www.cert.org/archive/pdf/GES_IG_1_0702.pdf�


� � HYPERLINK "http://www.iwar.org.uk/directory/information-security/academia.htm" ��http://www.iwar.org.uk/directory/information-security/academia.htm� 


� � HYPERLINK "http://www.nsa.gov/niarl/index.cfm" ��http://www.nsa.gov/niarl/index.cfm� 


� � HYPERLINK "http://csrc.nist.gov/groups/SMA/index.html" ��http://csrc.nist.gov/groups/SMA/index.html� 


� � HYPERLINK "http://csrc.nist.gov/groups/SMA/fisma/overview.html#background" ��http://csrc.nist.gov/groups/SMA/fisma/overview.html#background�
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