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MIS Practicum Assn #6 – Issue (Current Knowledge)

RFID Privacy and Security

The Press

The general press is interested in what will generate the best ratings so they report the scandals.  Mostly they are concerns with the different stories of what people are doing to protect themselves from RFID technology.  It also reports mostly on the fears that people have about RFID.  The more specific trade press is more focused on expelling the misconceptions, improving the technology, the cost of the tags and the benefits of implementing RFID.   Some of the misconceptions they address are the idea that they we are going to be tracked; this was evident in the Wal-Mart lipstick case.  Wal-Mart had place RFID tags in the packaging of lipstick in select stores to test how effect the RFID technology was.  The general press however reported that Wal-Mart was spying on people not only in the store but also in their home because the RFID tags were on the lipsticks themselves.   The specific trade press dispelled these myths.  The packaging contained the tags not the lipsticks and they did collect information on the shopper.   Also, the read range on the tags was less than an inch.  
Another issue they discuss is the possibility of chips being destroyed by hackers.  This is done when a device called a chip zapper deploys electromagnetic energy in the presence of RFID tags shorting out the circuitry rendering the tags unreadable.    This could be very costly to a store that has become dependent on RFID.  Not only is there the cost of replacing the tags but also in the immediate halt in the information being collected and the negative effects on the supply chain.    
The press is also concerned with addressing the benefits that an organization would receive from using RFID technology.   These benefits are discussed at the different stages in the supply chain.  When it comes to inventory planning RFID allows companies and suppliers to generate better plans and forecasts for replenishing stock.  This could also entail real time reporting.  When the last few items of a particular product are being moved to the shelf the supplier can be alerted to begin shipping a new case.  Receiving and warehousing is improved by RFID technology in the sense that it promotes more automation and thus fewer employees that must be hired and being able to scan all stock without actually having to see it.  Often when shipments are received from suppliers the boxes contain multiple products which must be extracted from the box and scanned.  With RFID however the whole box can be scanned creating an inventory of ever single item inside.  This saves time and labor costs.  As for storage it can greatly reduce the time it takes to do a physical inventory if not eliminate the need all together.  It can also improve the accuracy of stock checks.  The manufacturer of goods can greatly benefit from RFID technology especially in the pharmaceutical industry.  This is because a recall of a contaminated batch can be done with a higher degree of accuracy.  Another benefit is in the delivery of goods.  When goods are delivered they require transportation charges and proof of delivery paperwork.  RFID can help to make this process far more efficient.  As the products move they can be tracked and charged at every exchange.
White Papers
                    
White papers address the privacy concerns, how to improve the technology, the real security issues that need to be addressed and what the benefits of RFID are.  Most discuss the fact that if the chips are disabled right after the purchase it wouldn’t be as useful to the manufacturers, wholesalers, and retailers.  So, they offer some type of perforated model where the antenna can be separated the chip by the purchaser.  This keeps the chip and its information in tack but renders the chip unreadable because the scanner cannot connect to the chip without the antenna.  They outline the security and privacy issues which are:  clandestine scanning, clandestine tracking and eavesdropping.  They provide examples of how most people already use RFID every day.   This includes EZ-Pass technology, close proximity credit cards, and the ignition keys of automobiles.  
Yes they agreed that the tags must be changed to ensure security and privacy. How they are secured is open for debate.  Some say perforation, some say better encryption. 
Another common thread that is discussed in the whitepapers is government regulations.  These are commonly seen in regards to the requirements that are currently in place to ensure the public’s security and privacy.  However, they also address other regulations that should be put in place to protect consumer.  This varies once again from making it mandatory that the chips are disabled to better encryption.       
Smart appliances are also discussed.  Smart appliances are equipped with RFID scanning devices that read RFID tags.  For example a refrigerator could interact with the RFID tag on the items inside it and alert the user what they were running low on and automatically generate a shopping list.  This could be used with clothes that contain RFID tags and washer and dryers.  They would alert a user when the clothes are done or select proper cycles based on what typed of clothes they were.

Coursework

In addressing this problem the academic coursework that seems to be relevant is marketing.  Understanding how people perceive a product or in this case the introduction of a new technology is critical to the success of implementing it.  If the consumers are unwilling to shop at stores that use RFID technology than using it at the individual item level would be useless.  Looking at past examples of how marketing overcame similar issues when introducing a controversial product or technology will help to better understand how to present RFID to the consumer.  

There is the case of genetically modified foods.  These types of foods were under heavy scrutiny from the public and from the general press.  However, the experts, academic articles and white papers insisted that the foods were completely same to eat.  This is similar to the situation with RFID.  There seems to be a lag time between the introduction of something new and controversial to the ultimate acceptance.  Marketing research can help to predict how long it will take for the product to catch on by looking at sales history.  

General Issue

The general issue it is related to is the introduction of new technology and overcoming the public’s misconceptions of that technology.       
Most sources infer that the technology is already available and cost reduction will come in the future.  They discuss what the privacy issues are and how they are perceived by the public however; they do not address how to overcome this public opinion.    
Academic Papers
Academic papers are primarily interested in the technology.  They introduce how RFID technology can be changed in order to ensure security.  Most give outlines, diagrams, and mathematical equations on encryption, physical setup and programming. 
One paper however discusses privacy intrusion if the RFID tags are not disabled properly.  People have different personal borders that can be violated if proper steps are not taken.  The first is a natural border.  This is a person need to have seclusion or be unobservable to others.  The second are ephemeral borders.  These are people desire to have information that they transmit go by unnoticed by others.  RFID would allow someone to get information on these socially unacceptable activities that would normally not be able to be gathered.  With social borders there is an expectation that information will be contained in a specific group such as a patient doctor relationship. RFID may allow for this information to be gained by other people involved in the relationship.  There are also temporal and spatial borders that imply that certain actions in the past should not have an effect on future actions.  For example RFID on a football game ticket may include information that the person has caused trouble before at the game and therefore is not granted entry.          
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